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A
t a time of scandals involving misuse 
of data, Robert Kirkpatrick offers a pre-
diction that many might find surprising. 
As Director of the United Nations Global 
Pulse team, Mr. Kirkpatrick believes that 
data scandals in the future might involve 

the failure of companies and governments to share 
and use public data for the good of mankind. The 
United Nations created Global Pulse in 2009 to bring 
the power of data-based prediction to policy mak-
ing, rather than relying solely on surveys and statis-
tics. Since then, Global Pulse has worked with the 
UN and governments to construct big data solutions 
to humanitarian problems. 

Mr. Kirkpatrick, formerly a founder of the Hu-
manitarian Systems Team at Microsoft and CTO 
of a nonprofit public health spinoff of Google, has 
seen his UN team expand from a few employees to 
75, with offices in New York; Kampala, Uganda; and 
Jakarta, Indonesia. Brunswick’s Beatriz Garcia spoke 
with Mr. Kirkpatrick about how far his team has 
come, and his dreams for it moving forward.

Five years ago, would you have predicted the 
kind of growth you’ve had?
I’m a pathological optimist, so probably. But in the 
early days of this project, there was huge skepticism 
about all of it. You know: You’ll never get companies 
to share their data, you’ll never be able to protect pri-

vacy, the data won’t yield insights relevant to policy-
makers, data scientists won’t want to work for the 
UN, and even if it does work, governments will re-
fuse to use it. All of that has proven not to be the case.

What has been Global Pulse’s biggest success 
thus far?
We have played a seminal role in the creation of a 
global movement around finding safe and respon-
sible ways to use big data and artificial intelligence 
for the public good.

Some eight and a half years into this, we can say 
that governments now take it for granted that these 
data have the potential to improve public services, 
early warning systems and crisis response.

We have companies actively seeking ways to put 
the big data they collect to work for the public good. 
We have regulators who’ve spent years focused on 
privacy and the risks of misuse suddenly recognizing 
a whole other set of risks associated with not using 
this data. 

On the whole, has industry cooperated? 
The mobile industry is the furthest ahead on this 
– we’re working not only with mobile operators 
around the world, but also with their industry trade 
organization, the GSM Association.

In 2017, the Association established an explicit 
strategy around putting anonymized mobile big data 
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EXPLORING HOW

TO COMBINE RETAIL 
TRANSACTIONS 
WITH OTHER 
DATA TO PREDICT 
RATES OF NON-
COMMUNICABLE 
DISEASES.” 

“WE’RE NOW 

to work for the public good. There are currently 19 
mobile operators who are committed to the GSMA’s 
program on big data for social good. They call it 
BD4SG. And it includes not only developing and  
piloting analytics solutions for response to natural 
disasters and disease outbreaks, but also develop-
ment of data aggregation and anonymization stan-
dards, as well as an ethical code of conduct for data 
handling and use. 

UNSHARED
This is exciting for us because it shows how data 

philanthropy could work at an industry-wide scale 
rather than with just one partner at a time. We think 
GSMA’s approach should serve as a model for other 
industries with untapped, high-potential data, such 
as financial services, retail, e-commerce, transporta-
tion, manufacturing, agriculture, pharma and others.

Mobile is important because so many more peo-
ple around the world these days are able to afford 
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mobile phones. There’s a $40 Android smartphone 
now. And even basic-feature phone users produce a 
ton of real-time data, including for poor communi-
ties who don’t regularly access the internet. Subscrib-
ers move through cities and across national borders, 
sending and receiving calls and messages, topping off 
their airtime credit and transferring mobile money. 
You can take the data produced, aggregate and ano-
nymize it at appropriate levels to protect privacy, 
and still be able to essentially create real-time infor-
mation on patterns of mobility and the economic  
activity of populations in places where you would be 
lucky to get survey or census data more than once 
every few years.

Mobility information has incredible predictive 
power. You can see through the use of this data how 
many people have been displaced by a natural di-
saster, hour by hour, and where they’re gathering 
in need of assistance. You can see when they’re mi-
grating across borders in unusual numbers in re-
sponse to the impacts of climate change, economic 
opportunity or conflict. 

When you combine mobility with other data such 
as rainfall and laboratory diagnostics, you can build 
epidemiological models that predict the time and  
location of outbreaks of diseases like cholera, den-
gue, seasonal influenza, malaria, even Ebola, allow-
ing public health departments to improve preven-
tion measures. With a risk map of malaria, you know 
where to distribute mosquito nets, alert clinics and 
restock drug supplies in pharmacies. 

It turns out that how people consume mobile ser-
vices has very powerful predictive value. We’ve seen 
in Uganda that you can generate a nearly perfect 
proxy for the Multidimensional Poverty Index, which 
is a standard measure of poverty assessed periodically 
through the national census, simply by looking at the 
weekly amounts people pay on prepaid services.

Across much of Africa and the developing world, 
people prepay for mobile services using scratch 
cards, where you can buy a dollar’s worth or 10 dol-
lars’ worth of airtime credit. Variables related to air-
time consumption, it turns out, predict both overall 
household consumption and food consumption 
with close to 90 percent accuracy – an indication 
of the important role that access to mobile services 
plays in the lives of rich and poor alike. Because 
mobile money is spreading all over the developing 
world now, and people are using text message-based 
services to buy and sell goods, being able to spot a 
10 percent drop every week in a community’s aver-
age airtime spending allows you to predict that they 
are going to be under severe economic stress in the 

near future. Knowing this, you can better target cash 
transfers, school feeding programs or other social 
protections that prevent harm from happening in 
the first place.

Outside of mobile, are corporations seizing the 
opportunity?
They’re starting to. We’ve used anonymized debit 
card transactions to measure the impacts of a natu-
ral disaster and how long it takes different commu-
nities to recover. We’ve developed an algorithm that 
uses marine traffic data and deep learning to detect 
refugee rescues by commercial vessels in the Medi-
terranean. We’re using Twitter to map xenophobic 
speech about refugees along migration routes across 
Europe. We’re now exploring how to combine retail 
transactions with other data to predict rates of non-
communicable diseases.  

For a company to do this, though, is not without 
risk. There’s reputational risk and there’s regulatory 
risk. And businesses are still quite hesitant. Custom-
ers are understandably uneasy about who is doing 
what with their data, and there’s no regulatory play-
book for anonymization, sharing and usage of the 
most relevant data sets. 

What I can tell you is that companies find the UN 
a pretty good sandbox for exploring the opportuni-
ties. We have international mandates from the very 
governments that regulate them, not only around 
supporting progress toward the Sustainable Devel-
opment Goals and more effective humanitarian ac-
tion, but also around human rights – which includes 
privacy. Inaction isn’t an option for us. We genuinely 
have to find ways to use this data for good, and we 
have to do it with a first-do-no-harm approach.

What we see today is companies around the world 
in different industries experimenting with this. It’s 
piecemeal. It’s very spotty. It’s still fairly embryonic, 
outside of the mobile industry – a few banks, a few 
grocery store chains, logistics companies. 

It will take leadership to move this forward. If we 
can get five or 10 of the top financial services pro-
viders in the world to join a global alliance to look 
at this, for example, I think others in the industry 
would follow. Because at the end of the day, this is 
about giving back to your customers in a way they 
didn’t even know was possible – in ways that can 
change lives and save lives.

There’s actually a business case for doing this. If 
you offer services in a developing country, for ex-
ample, and a drought causes affected communities 
to have to sell their assets, curtail their use of services, 
and even migrate elsewhere, there goes your market.  

“WE ENDED 
UP LEADING 

DEVELOPMENT 
OF GUIDELINES 

ON BIG DATA 
PRIVACY, DATA 

PROTECTION AND 
ETHICS THAT 

HAVE NOW BEEN 
ADOPTED BY

UN AGENCIES.”
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“YOU HAVE TO 
BALANCE THE 

RISK OF MISUSE 
OF BIG DATA 

AGAINST THE 
RISK OF  

MISSED USE.”

What if it turns out that changing patterns in how 
they use your services show up in your data ware-
house six months before the real hardship begins?  
Insights from your business data could have been 
used to help your current and future customers cope 
with the impacts of that drought.

There’s a sense in which you are actually creating 
business risk by failing to ensure that insights from 
your data are used to inform policies that boost the 
resilience of your market. 

In addition to the CEO, whose ear do you seek at 
any large corporation – the CIO?
It’s still all about the CEO, and here’s why. Compa-
nies have their corporate responsibility and philan-
thropic activities. They have their legal and privacy 
responsibilities. And then they have teams of data 
scientists doing analytics around marketing, opera-
tions and product development. They think of all 
those as completely separate. The idea that this most 
sensitive data that’s the core of your business, and 
your best competitive asset, could be processed in a 
secure and privacy-preserving way that has a huge 

positive impact on society and doesn’t open you  
up to an attack by your competition is completely 
disruptive. Until the CEO has that sort of a-ha! mo-
ment, nothing else can be set in motion. CEOs are 
the only ones who can make the call. Once they 
do, everybody in the company gets so fired up. It’s 
inspiring. They don’t want to just provide access to 
data, they want to share their knowledge and the 
tools they have developed to analyze the data. It’s a 
serious boost for morale, recruitment, retention. But 
the CEO has to be the starting point.

Does the public know about lost opportunities 
involving use of data?
The average person on the street has no idea how 
much data they produce. They still don’t understand 
how it’s being bought and sold and used for every-
thing from national security purposes to profiting 
companies they’ve never heard of. They do know 
they are largely in the dark, and that they have little 
say in the matter, and they aren’t too happy about it.  
Trust is at a low point. 

And the last thing they could possibly know about 
their data is that there’s also an opportunity cost 
they’ve been paying every day by not having it used 
in ways that could impact the health of their families 
and their communities. The public awareness aspect 
of this is something that we are very keen to take on. 

Do the data privacy scandals of the last year 
affect your argument for socially beneficial 
data sharing?
With Cambridge Analytica and the evolution of the 
European legal landscape around privacy, the issue is 
back in the news. 

A big part of our work here at Global Pulse is ac-
tually about privacy. Given the nature of the work 
we do, we ended up leading development of guide-
lines on big data privacy, data protection and eth-
ics that have now been adopted by 32 UN agencies.  
We founded and co-chair the UN’s Privacy Policy 
Group, which is working to develop the first set of 
privacy principles for the entire UN system. 

People used to say that big data is the new oil.  
I think it’s actually a bit like nuclear energy. It’s 
turned into yet another extractive industry. It’s ex-
pensive to work with. Many of its benefits aren’t 
reaching those who stand to gain the most. And in 
its raw form – mixed with your personal informa-
tion – this stuff is dangerous. It can leak, and it can 
contaminate. But if you have the science to under-
stand it, and the engineering needed to store and 
process it safely, you can power a whole new ap-IL
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proach to early warning, disaster response and cri-
sis resilience. That’s game-changing. 

We recognize that existing privacy laws don’t 
adequately (anywhere in the world) protect people 
from the unique risks posed by big data. This stuff is 
difficult to anonymize. We don’t think this is simply 
about more regulation, though. We need to rethink 
how we manage risks. There are ethical obligations 
to consider. How can we better protect data privacy 
without stifling the data innovation needed to help 
vulnerable people, learn to live sustainably and cre-
ate a more prosperous future for everyone?

Here at the UN, Secretary-General António 
Guterres has just appointed a new high-level panel 
on digital cooperation that’s pulled together every-
body from privacy experts, policy experts, world 
leaders, technology experts and ethicists to begin 
looking for a new way forward. I can tell you that 
right up to the highest levels of this institution, peo-
ple are looking at the opportunities to transform so-
ciety with responsible uses of artificial intelligence, 
and they are thinking about the types of ethical and 
legal frameworks needed to prevent harm. 

Everybody’s excited about the new business mod-
els for Silicon Valley, while worrying about people 
in the US or Europe losing jobs to automation. We 
also need to be thinking what AI and automation 
in agriculture and healthcare could do to eliminate 
hunger and disease in the poorest countries, though, 
and we need to address the likely impacts of massive 
job losses in fragile, conflict-prone states. 

How do you respond to the argument that 
sharing data is inconsistent with the protection 
of privacy?
There’s a growing recognition of a paradox. If we fo-
cus only on privacy, then we don’t innovate and find 
ways to use the data. You have to balance the risk of 
misuse against the risk of missed use. The opportu-
nity cost of not using this data for the public good is 
really quite high. We are incurring it every day, and 
everywhere, largely unbeknownst to anyone. 

As citizens become aware that the data they pro-
duce has all of this potential to increase the efficien-
cy, effectiveness and accountability of government, 
you’re going to see political pressure on policymak-
ers not only to better protect people against privacy 
risks but also to ensure that whenever this data can 
be safely and responsibly used for the public good, it 
is. There has to be accountability around non-use, 
not just accountability around misuse. 

Public good applications of predictive analytics 
won’t ever achieve scale and sustainability, though, if 

we view this opportunity purely through the lens of 
philanthropic incentives. Yes, at the extreme human-
itarian end of the spectrum, real-time mobility data 
can help you find people after an earthquake. But 
nearer to the middle, you find plenty of opportuni-
ties to serve the public good with solid businesses 
cases for public sector markets: knowing how people 
move through a city can help municipal government 
improve transportation systems, assess the dynamics 
of tourism, determine the locations for new schools 
or hospitals, and estimate pollution exposure. And at 
the other end, you have purely commercial business 
models, like deciding where to build a new store.

Have you witnessed indignation over the missed 
use of data?
A few years ago, at a World Economic Forum event,  
I was running a breakout session with about 15 
CEOs. I raised the scenario of a hypothetical in-
dustrial accident in which a toxic plume of smoke 
was drifting toward suburban neighborhoods, and 
I asked them, “OK, who has data produced by their 
business model that could help first responders 
save lives?”

The CEO of a large insurance company raised 
his hand and said, “We know where all the people in 
wheelchairs are and all the people with asthma. For 
that matter, we know where all the elderly people are, 
and all the children.”

The initial response was along the lines of, “Wow. 
So you could help get those people out first?” Then 
someone else said, “What about privacy?” 

So they started brainstorming and soon came 
up with the idea of a mobile app that shows some 
houses as red, others as orange, others as yellow. It 
wouldn’t disclose why houses are red. The firemen 
don’t need to know your medical condition. They 
just need to know to go to the red houses first, then 
the orange, etc. They could get the most vulnerable 
members of the community out of harm’s way first, 
without compromising privacy.

Initially, everyone was nodding and saying, “Yeah. 
That could work!” Then there was this pause. And 
they started asking, “Wait a minute: Firemen don’t 
already have that information? They just start at one 
end of the street?”

And then they got angry. Once they realized that 
there was life-saving information out there that 
wasn’t being used, even though privacy could be 
protected, the moral dilemma collapsed, leaving in 
its place a situation clearly unacceptable, as if one 
had walked into a hospital with tuberculosis, only to 
be denied access to antibiotics. u
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“ THE OPPORTUNITY 
COST OF NOT  
USING THIS DATA 
FOR THE PUBLIC 
GOOD IS REALLY 
QUITE HIGH. WE 
ARE INCURRING IT 
EVERY DAY, AND 
EVERYWHERE, 
LARGELY 
UNBEKNOWNST  
TO ANYONE.”
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