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GLOBAL CYBERSECURITY EDUCATION FUND

Navigating the Digital Age, Second Edition, is published by Palo Alto Networks. As a 
company, alleviating the problem of cybercrime is at the heart of everything we do. 

Our goal is to offer cybersecurity education and training to students of all 
backgrounds around the globe through the Global Cybersecurity Education Fund. 

Which is why every action we take, and your readership of this book, gets us 
one step closer to our mission—protecting our way of life in the Digital Age.
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Preface
From the Editors

Welcome to the all-new second edition of 
Navigating the Digital Age. We emphasize 
“all new” because none of the content in 
this edition is repetitive of what was writ-
ten in the first edition. How could it be? 
The first edition was published three years 
ago. Welcome to the Digital Age, where 
three years feels like a millennium. 

This edition brings together more than 
50 leaders and visionaries from business, 
science, technology, government, aca-
demia, cybersecurity, and law enforce-
ment. Each has contributed an exclusive 
chapter designed to make us think in 
depth about the ramifications of this digi-
tal world we are creating.

An important focus of the book is centered 
on doing business in the Digital Age—par-
ticularly around the need to foster a mu-
tual understanding between technical and 
non-technical executives when it comes to the 
existential issues surrounding cybersecurity. 

This book has come together in three 
parts. In Part 1, we focus on the future of 

threat and risks. Part 2 emphasizes lessons 
from today’s world, and Part 3 is designed 
to help you ensure you are covered today. 
Each part has its own flavor and personal-
ity, reflective of its goals and purpose. Part 
1 is a bit more futuristic, Part 2 a bit more 
experiential, and Part 3 a bit more practical. 
We hope you find each to be thought-pro-
voking and valuable.

One of the pleasant surprises we dis-
covered in editing these chapters was how 
seamlessly and, at times, brilliantly our 
authors were able to connect the business 
and technology challenges of cybersecurity to 
the broader issues facing the world at large. 

But, in retrospect, we probably shouldn’t 
have been surprised. After all, what makes 
this book so necessary and, we hope, so 
compelling is the reality that digital tech-
nologies are completely embedded in ev-
ery aspect of our lives. And, as you will 
discover in the pages ahead, we’re still only 
at the beginning of our journey in navigat-
ing the Digital Age. 

Unless otherwise stated, all $ amounts are in U.S. dollars.
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Beyond Compliance: The Human 
Element of Cyber Resilience
Ria Thomas — Partner and Global Co-Lead for Cybersecurity, Brunswick Group

Over the last several years, with the rise in 
massive data breaches, which lead to public 
outcry, governments have responded with 
ever-increasing regulatory requirements. 
The European Union’s General Data Pro-
tection Regulation (GDPR), which came 
into enforcement on May 25, 2018, may 
be the most well-known of these govern-
mental efforts.  

The need for such a regulation and 
the complex efforts it took to address its 
requirements highlighted how poorly pre-
pared companies can be when looking at 
the issues surrounding their obligations. 
And yet, GDPR only addresses one signif-
icant aspect of cyber risk to a company—
the potential loss of individuals’ data and 
its privacy, which the company has a duty 
to protect.

Like GDPR, most cyber regulations are 
created to protect society from behavior 
that could cause negative impacts. These 
regulations are likely rooted in the expe-
rience of previous attacks and may not 
extend to other issues until there is enough 
widespread acknowledgement of the need 
for certain practices to be modified.  

As such, compliance with regulation 
alone cannot cover the business risks and 

impacts a company faces from cyberat-
tacks. 

Businesses can move beyond compli-
ance by striving to understand the human 
element. By changing corporate cul-
tures and altering behaviors, they can take 
proper steps to ensure they are taking the 
right approach to cybersecurity and, con-
sequently, protect their valuation and 
hard-earned reputation. 

For the leaders of any organization, 
whether you are part of the executive man-
agement team or the board, the path to 
better cybersecurity extends to the people, 
processes, technologies, and cultures you 
put in place, regardless of whether a regu-
lation requires it. 

Being prepared is not merely about 
achieving or even maintaining compliance; 
it is about adopting a cybersecurity culture 
that ensures the people in your organiza-
tion are ready to deal with any eventuality, 
whenever it may occur. And that includes 
you. Active board and executive commit-
tee-level ownership of cybersecurity and its 
enterprise-wide prioritization are essential 
for comprehensive, company-wide cyber 
resilience.  

20



Understanding the Human 
Element of Cyber Resilience
In today’s business, cybersecurity is a com-
bined human and systems challenge that 
requires the close attention and involve-
ment of the company’s senior leadership. 
First, it is critical to undertake the nec-
essary technical investments, not only 
to protect your company, but also to be 
able to demonstrate that you understood 
the technical risks and sought to mitigate 
them to the extent it was feasible.  

That being said, it is important to 
acknowledge that cyber risks are caused by 
humans. And cyber prevention is managed 
by humans. How you work to prevent a 
cyberattack and how you respond to one 
starts with understanding who is involved. 
There are three general categories of play-
ers to consider when we are dealing with 
cybersecurity. These are:

1.	 The people attacking the business. 
These are the people who are out to 
harm your organization, whether 
for profit, geopolitical gain, mis-
chief, mayhem, or any other reason. 
As has been discussed in other chap-
ters within this book, the nature of 
these attackers is changing all the 
time, including their motivations and 
attack methods. One important point 
to remember: Regardless of the moti-
vation, methodology, or attack mech-
anism, it is human actors who are 
behind the attack and whose often 
unpredictable actions you will need to 
confront.

2.	 The people responding within the 
business. The ability to minimize 
the operational, financial, and repu-
tational impacts of a cyberattack does 
not rest in the hands of one individ-
ual or one group within a company. 

Instead, it requires both vertical and 
horizontal leadership and coordina-
tion.  

		  Board members set the governance 
strategy and hold the keys to account-
ability in terms of how the company 
leadership prepares and responds to 
a cyber crisis. Executive leaders build 
the culture, make key investments, 
and ensure a crisis structure that inte-
grates the company’s information- 
sharing and response coordination; 
they also undertake critical strategic 
decisions during a cyber crisis. Nei-
ther the board nor the executive com-
mittee can be successful, however, 
without the people who work under 
them. These individuals are the ones 
on whom they need to rely to obtain 
an accurate, timely understanding of 
the technical, operational, financial, 
and reputational implications of the 
attack. They are drawn from across 
the business and should include 
cyber/IT, legal, human resources, cor-
porate communications, government/
regulatory affairs, et al.  

		  Part of being prepared means 
knowing that the entire organization 
needs to come together, not only to 
create an integrated picture of the 
business impacts but also to coordi-
nate a response that will minimize 
the potential fallout. It requires that 
each person understands their role, 
responsibilities, and what is expected 
of them during a cyber crisis.

3.	 The people impacted by the cyber-
attack on the business. A key ele-
ment to maintaining resilience in the 
face of a cyberattack is demonstrating 
that senior leadership understands the 
human impact of the cyberattack on 
those to whom it has an obligation.  
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		  These are not only the people 
inside your organization, but outside 
it as well. 

		  If an attack impacts your infra-
structure, you may not be able to pro-
vide services to your customers. If you 
are in a critical industry, such as bank-
ing, utilities, healthcare, or transpor-
tation, the results can be devastating 
to individuals who rely on those ser-
vices. If you are in retail or another 
customer-facing industry, you can 
lose sales and customer goodwill. If 
you suffer a data breach, important 
personal records of customers could 
be exposed on the Dark Web, creating 
risk of identity theft, financial loss, 
and other consequences. 

		  It is critical to understand that you, 
the company leadership, are making 
decisions based not just on what is 
best for your bottom-line. Rather, you 
should demonstrate you are minimiz-
ing and mitigating the impacts on the 
people directly affected by the cyber-
attack; this focus will ultimately affect 
your bottom line.

Building a “Beyond Compliance” 
Corporate Cyber Culture
Adopting additional measures to ensure 
compliance with a regulation can be a 
critical turning point in how a company 
addresses a specific cyber risk that the reg-
ulation seeks to address.

It is imperative, however, not to assume 
that compliance alone will protect your 
business from the wide-ranging ramifica-
tions of cyberattacks. Instead, the focus 
should be on each aspect of the human ele-
ment described above.

Given the range of evolving cyber 
threats and risks, the first step for com-
pany leaders, whether in the boardroom 
or the executive suite, is to take the time 

to understand the threat environment for 
your organization, including the poten-
tial business risk and the potential business 
impact. 

Assessing the threat environment 
involves more than the technical risks. It also 
requires you to understand how your various 
strategic business decisions may be increas-
ing your risk of a cyberattack. For example, 
as you enter into a new business venture, 
acquisition or partnership, or you move into 
a new international market or build critical 
intellectual property around a cutting-edge 
technology, who are the human beings 
interested in attacking your business? What 
could they be seeking to achieve? What kind 
of damage can they cause?

The next step is to engage with all of 
the key members of your organization who 
will need to create an integrated under-
standing of the impacts and who will be 
required to come together to help coor-
dinate the corporate-wide response.  Are 
they aware of leadership’s expectations of 
them during a cyber crisis? Do they know 
their roles and responsibilities? Will the 
existing crisis structure, whether formal or 
informal, be able to handle a multi-faceted 
cyberattack? 

As part of the pre-cyber crisis prepara-
tion, it is also critical that company lead-
ership invest in raising employee aware-
ness, not only of cyber risks but also of 
the behavior that may be expected of them 
to protect the organization from cyber 
threats.

The above measures will allow you to 
stay resilient in a cyber crisis because the 
human beings you need to rely on to min-
imize the long-term impacts, especially to 
your reputation, are already within your 
organization. Creating a corporate-wide, 
cyber-resilient culture requires not only 
their active engagement and participation, 
but their buy-in.
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Finally, during a cyber crisis, you should 
take into account the spirit of most regula-
tions: How do you ensure that your prior-
ity is understood to be the human beings 
who are most impacted by the attack on 
your business? These are not only your cus-
tomers, partners, and your employees, but 
also the general public. What are the prin-
ciples by which you lead your company 
through the cyber crisis? Are they protect-
ing your business operations and valua-
tion? Or do your actions and words con-
vey that you have understood the weight 
of the trust that has been placed in your 
business by the human beings on the other 
side of the crisis? 

It is possible that a cyberattack on your 
business and its ramifications will not fall 
within the confines of a particular regula-
tion, such as GDPR, but it may still have 
an enormous impact on the public. How 
the public reacts has little to do with com-
pliance and everything to do with percep-
tion: Did you do everything you were sup-
posed to do? Put more succinctly: Did you 
do the right thing, even if you were not 
required by law to do so?

To accomplish this, you need to ensure 
that you have the right strategies and poli-
cies in place to reflect that you have planned 
for and thought about these things before 
the incident took place. This prepared-
ness approach is where the right culture 
can leverage institutional muscle mem-
ory. You will not be able to think every-
thing through in advance, but if your core 
group understands their roles and respon-
sibilities, you are in a much better position 
to do the right thing and shape public per-
ception in a positive way.

Conclusion
Compliance with regulations alone does 
not ensure cyber resilience. Instead, your 
organization’s ability to overcome the myr-
iad impacts of a cyber crisis starts with 
understanding your cyber risks, the poten-
tial impacts, and the measures you need to 
put into place in order to maintain your 
ability to steer through the crisis. Those 
efforts cannot be successful without taking 
into account the human beings that form 
the core of the threat, the response, or the 
impact.   
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IMPLEMENTING A CORPORATE-WIDE CYBER RESILIENCE APPROACH

How do you ensure that your organizational cybersecurity culture goes 
beyond compliance into resilience? Here are additional suggestions and 
questions to consider for each of these critical aspects of your cyber resil-
ience approach:

1.	 Assessing risks of a cyberattack:
•	 Do you have a comprehensive understanding of the business risks 

you face from the technical, operational, and strategic threats 
posed by a cyberattack?

•	 How would you define a worst-case scenario, e.g., timeline of 
acceptable operational disruption; type of market impact; level of 
government scrutiny; public/media attention? 
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•	 Are you addressing challenges regarding a possible lack of skilled 
cybersecurity staff? 

2.	 Understanding the impacts of a cyberattack:
•	 What processes do you have in place to understand the multiple 

impacts of a cyberattack across corporate units or of one that is 
combined with physical attacks?

•	 How do you prioritize or reconcile conflicting national or interna-
tional regulatory requirements, such as GDPR?

•	 What liabilities and obligations exist to internal and external stake-
holders, including employees, customers, partners, and regulators?

•	 Do you have a program in place to assess the impacts of an attack 
by an aggrieved employee with access to your business and cus-
tomer critical data or your network? 

3.	 Planning and executing your cyber crisis response:
•	 Is there a corporate-wide incident management plan in place for a 

range of cyberattacks that accounts for your cyber risks?
•	 Do senior leaders across the organization understand their roles 

and responsibilities? Is there a structure of support under them to 
ensure they have the information they need in a timely manner?

•	 Is there an employee awareness program in place to increase 
employees’ understanding of cyber threats and the need for good 
cybersecurity practices, including those relating to their social 
media activity?

•	 Who are the internal and external stakeholders you need to notify 
and/or alert? How will you prioritize?

•	 How do you deconflict information shared by your business units 
and coordinate how much information is being shared with whom 
and when?

4.	 Communicating with internal and external stakeholders:
•	 Does your strategic communications plan include prescripted, 

pre-authorized messaging related to the cyberattack scenarios that 
are relevant to your cyber risks?

•	 Is there a process by which you notify employees and external 
stakeholders, especially if key methods—phones, email—become 
corrupted or disrupted because of a cyberattack?

•	 Who is the “face” of your company during a significant cyberattack? 
Have they been media-trained? Are they ready to lead by example?


	Blank Page



